RUI RO ATTT TREN CAC HE THONG
CNTT NHA NUOC

T thwe té dén cach thirc phat hién & x@ Iy rai
ro tren khong gian mang

Ngwdi Trinh Bay: Nguyén Thanh Nam
Cong ty Co phan Dich vu Cdng nghé tin hoc HPT




hpt Gisi thigu vé dién gia

- Gidm doc chién lwgc An toan théng tin Mang cong ty co
phan dich vu Cong nghé tin hoc HPT

* 10 Nam nghién cweu [inh viec ATTT

- Danh gia & Tw van ATTT cho nhiéu dy an trong cac
linh vwe trong yéu: Co quan Nha nwdc, Ngan Hang, Tal
chinh,...

« Chrng chi Certified Ethical Hacker

- Tham gia nhiéu cong tac ho tro sy co an toan thdng tin
cho cac to chuwe, co quan nha nuwoc




NOi dung trinh bay

>Tong quan vé An toan hé thong CNTT co quan Nha nudc
» Cac kho khan trong viéc dam bao ATTT cho hé thong
»Cach thirc phat hién va x&¢ ly rdi ro ATTT trén khong gian mang

» MOt so khuyén nghi




hpt Téng quan vé An toan hé théng CTTT co quan Nha nwérc

» Cac hé thong déu duoc trién khai theo cac kién tric ATTT
tién tién: Self Defense Network, Defense In Depth, Castle

Defense...

» Cac giai phap cong nghé ATTT dwoc trang bi twong doi day
du: Firewall, IPS, Web Protection, Database Protection,...

» DOi ngli duwoc dinh ky dao tao vé An toan thong tin: dao tao,
dién tap

» Hé thong CNTT quan trong (vd &ng dung, email,...) thuong

dwoc dat tap trung tai cac trung tam dit liéu chinh v&i nhiéu

trang bi va giam sat boi doi ngti 24/7

Layer 3
Operating system hardening

» Secunty configuration

* Anti-virus

* General Active Directory security
* File system

* Print system

* .NET Framework security

* Internet Information Services (IIS)

« System redundancy

Layer 2
Physical protection

* Physical environment
* Physical controls
* Communications
+ Surveillance

Information access

( * User identification

» Security policies

* Resource access

* Role-based access control
* Access audition/monitoring

Layer 1
Critical information

* Data categorization
* Application hardening

Layer 5
External access

* Perimeter networks

* Virtual Private Network (VPN)

* Routing and Remote Access
Service (RRAS)

| + Public Key Infrastructures (PKI)
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hpmt Cac khé khan trong viéc dam bao ATTT cho hé thong

Are you worried about your office

NOT BEING NEED MORE SECURITY

SECURE?
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What if your confidential = = : f. , »
documents are picked up by 8 o '
THE WRONG PERSON? | I "

1/ Hé thong hién tai c6 dang d8i mat vdi cac tan cong hang ngay?
2/ Cac tan cdng da thanh cong, chiém quyén hé thdng, danh cap dit liéu t6 chirc?
3/ Cac dau tu giai phap ATTT d3 trang bi cé dang bao vé tot cho t6 chirc?
4/ Ngan sach dau tw ATTT ¢ gidi han, lam sao dé ndng cao nang luc gidam sat ATTT cho quan trj vién?




hpt Cac diém yéu trong thuwc té trién khai

» Cac giai phap cong nghé chua thuc su ing phd tot vai cac

tan cong cd chu dich va cé chién thuat phirc tap @ “
> Viéc két hop nhiéu giai phap cong nghé lai thanh 1 birc : 6

tranh hoan chinh yéu cau thiét 1ap nhiéu vé cac chinh sach @ @

nang cao @

6 Sandbox/APT @
detection

» Doi ngli thuong truc dugc dinh ky dao tao vé An toan o

thong tin nhung khong chuyén trach vé xtr ly cac sy co “ @ 5
ATTT G

» Cac tan cong vao hé thong CNTT quan trong ngay cang

kho theo doi va giam sat, yéu cau hé thong phai khéng

ngirng duoc tdi wu nang cao thiét 1ap an toan bao mat




hp}w Cach thirc phat hién va xu ly rui ro ATTT trén khong gian mang

> Thuc hién cac kiém tra an ninh vao hé théng va trién khai & tdi wu cac chinh sach thié
bi phong thd chuyén dung: WAF, FW, DBFW, MailGW,...
> Kiém tra kha nang phong vé cla hé théng
> Trién khai & Nang cao thiét |1ap an toan cho coéng nghé
» Dao tao ddi ngli con ngudi kha nang van hanh, xt ly su co
» Thiét |ap cac hé thong giam sat ma doc (Sandbox/ APT/ EDR ) & Ra soat, phat hién cac
tan cong dinh ky

> Trién khai & Nang cao thiét |ap an toan cho cdng nghé

» Ra soat cac hanh vi bat thwong trén Log file

> Ra sodt m3 doc va cac hanh vi bat thuong trén hé thdong théng tin quan trong
> Danh gid tong thé, ndng cao thiét 1ap an ninh hé théng

» Tang cwong kha nang phong vé cua cong nghé

» Tang cwong ky nang giam sat hé thong

> Dau tuw theo 16 trinh, kién tric day du, chu trong viéc tich hgp cac giai phap cong nghé - quy
trinh — con ngudi tao thanh 1 hé théng phong thi chit ché




hpt Mat s6 khuyén nghi

knowing

DANH GIA KHA NANG PHONG VE Tw Van

Bao mat

1/ Hé thong hién tai cé dang doi mat v&i cac tan cdng hang ngay?

3/ Cac dau tw gidi phap ATTT da trang bi c6 dang béo vé tot cho to chirc?

THEO DOI & RA SOAT HE THONG DINH KY

1/ Hé thong hién tai c6 dang doi mat v&i cac tan coéng hang ngay?

2/ CAc tan cdng da thanh cong, chiém quyén hé thong, danh cap di¥ liéu td chirc?

XAY DUNG HE THONG THEO CAC KIEN TRUC CHUAN, A
< n _ < _ ~ lam Salt
KET HOP CONG NGHE - QUY TRINH — DOI NGU An toan

thong tin

3/ Cac dau tw gidi phap ATTT da trang bi c6 dang bao vé tot cho to chirc?

4/ Ngan sach dau tw ATTT c6 gi¢i han, lam sao dé nang cao nang lwc gidm sat ATTT cho

quan tri vién?







